Adult

[Premera Letterhead]
March [X], 2015

Member First and Last Name
Street Address
City, State Zip Code

Dear Member First and Last Name:

I am writing to inform you that Premera Blue Cross (“Premera”) was the target of a sophisticated
cyberattack, and that some of your personal information may have been accessed by the
attackers. As part of our investigation, we notified the FBI and are coordinating with their own
investigation into this attack.

We at Premera take this issue seriously and regret the concern it may cause. I'm writing to
provide you information on the steps we are taking to protect you and your information moving
forward.

What happened?

On January 29, 2015, we discovered that cyberattackers had executed a sophisticated attack to
gain unauthorized access to our Information Technology (IT) systems. Our investigation further
revealed that the initial attack occurred on May 5, 2014. We worked closely with Mandiant, one
of the world’s leading cybersecurity firms, to conduct our investigation and to remove the
infection created by the attack on our IT systems.

Our investigation determined that the attackers may have gained unauthorized access to your
information, which could include your

. The investigation has not
determined that any such data was removed from our systems. We also have no evidence to date
that such data has been used inappropriately.

What is Premera doing to protect you?

We recognize this issue can be frustrating and we are taking steps to protect you. We are
providing protection and assistance to those affected by this cyberattack, including two years of
free credit monitoring and identity theft protection services.

Specifically, we are providing you a free, two-year membership in Experian’se
ProtectMyIDo Alert to help detect possible misuse of your personal information and provide
you with identity protection services focused on immediate identification and resolution of
identity theft. ProtectMyID Alert is completely free to you and enrolling in this program will not
hurt your credit score. Due to privacy laws, we are not able to enroll you directly. For more
information on identity theft prevention and ProtectMyID Alert, including instructions on
how to activate your free, two-year membership, please see the additional information
provided in this letter.



We also recommend that vou regularly review the Explanation ol Benefits (EOB) statements
Premera sends you. If vou identily medical services listed on your EOB that you did not receive,
please contact us inumediately, We further recommend that you remain vigilant to the possibility
of fraud and identity thelt by reviewing your bank, credit card and other financial statements for
any unauthorized activity, If you would like to place an alert on your bank account or change
vour bank account number, please contact your bank.

What has Premera done to prevent this from happening in the future?

Along with steps we tock to cleanse our IT system of issues raised by this eyberaitack, Premera
is taking additional actions to strengthen and enbance the secwrity of our IT systems moving
forward.

Where can you get more information on this issue?

You have two options to obtain more information, online or via phone. You can vigit
Wi premeraupdate.com for more information. Or, call 1-800-768-3817, Monday through
Eriday, 5:00 am. to 8:00 p.m, Pacific Time (closed on LIS, observed holidays). "T'TY/TDD
users should call 1-877-283-6362.

[ want you to know that protecting vour information is incredibly important to us at Premera, as
is helping you through this situation with the information and support you need,

Sincerely,

Jeffrev Roe
Pregident & CED



Activate ProteciMyID Now in Two Easy Steps

[, ENSURE That You Enroll Byt September 30, 2015 (You will not be able to envoll after this date.)
2. VISIT the ProtectMyTD Weh Site: www, protecimyid.com/premera

If vou have guest jons refated 1o the prodact being offered or need an alternative to enralling online, please
call B88-451-6558 and provide ung%emmt/# PCO2585

ADDITIONAL DETAILS REGARDING YOUR Z4-MONTH PROTECTMYID MEMBERSHIP:

A credit card is not required for enrollinent.

Onee your ProtectMylD membership is activated, you will receive the following features:

"

Free copy of your Experian credit report: See what addresses, employers, public records and
accounts are already associated with you,
Alevis For

& 3-Bureau Credit l‘v‘lnnim‘ring: Ali:l‘i’hi ys:m of new aceounts appearing on yeur Experian,
Eapuifax® and TransUnic

o 3-Bursau Active Frawud ‘sufr‘veiiianu&* l”}'nlv monitoring of 30 poteatial indicators of
feaud appearing on vour Experian, Byuitax® and TransUniend® credit reports,

Identity Theft Resolution & ProteetMyID Extend CARE: Toll-free access to US-based
cngtamer care and a dedicated dentity Theft Resolution apent wha will walk you through the
feiget frand resolution from start fo finish for seamiess service, They will imvestigate cach
incident; help with cantacting credit grantors to dispute charges and close aceounts including
credit, debit and medical insurance cards; assist with freezing credit files; contact government
agenoies.

o s recognized that identity thelt can happen months and even years after a data breach.
Tooffer addnd protection, you will reeeive ExtendC ARE™ which provides yon with the
same high-tevel of Fraud Resalution support even alter your ProtectMylL} | membership
has expired.

$1 Million Identity Theft [nsurance’: Immediaiely covers cerlain costs including, lost veages,
private invesitgator fees, and unauthorized electronic fund transfers.

Omee vour enrollment in ProtectMylD is complete, you should carefully review your credit report for
inaccurate or suspicious ftems. If you have any questions about ProtectMyID, need help understanding
something on your eredit report or sugpect that an ilem on your credit report may be traudulent, please
contact Experian’s customer care team af 888-451-6558.

INFORMATION ABGUT PREVENTING IDENTITY THEFT

Even if you choose not 1o take advantage of this free eredit monitoring servive, we recommend that you
remain vigilant o the possibility of fraud and identity thefl by reviewing vour credit card, bank, and other
financial statements for any unauthovized activity. You may also obtain a eapy of yaur sredit report, free
of charge, directly from each of the three nationwide credit reporting agencies. To order your credit

* Igantivy liM1 insarance iy undervritten by Ingarince cormpaty subsidiaries or affiltates of American [ntermativgg

L:C.!Bdﬂlmia g exelusions oF the pal
cavbrage, Coverage may sol be aval

f heroin 1% 4 samerary and ntended for inthrmaticnal purposes only imd does not inchude all ferm
s desoribed, Pleage refor to the atloal policics lor terms, conditions, and excluslons of
e in all jurisdictions.




report, free of charge once every 12 months, please visit www snnualereditreport.oom or eall toll free ut

1-877-322-8228. Contact information Tor the three nationwide credit reporting agencies is as follows:

Pquifax Experian TransUnion

PO Box 740241 PC Box 2002 PO Box 2000
Atlanta, GA 30374 Allen, TX 75013 Chester, PA 19022
www.equifin.com WA, EXPSTLLOM Wi Erangunion.com
1-800-525-6285 {-B88-307.53742 1-800-580-7289

If vou helieve yau are the victim of identity theft or bave reason to believe your personal information has
been misused, you should immediately contact the Federal Trade Commission and/or the Office of the
Attorney General in your home state.  Contact information for the Federal Trade Commission is as
folows:

Federal Trade Conmission

A00 Peansyleania Avenue, NW
Washington, I} 20580

www fte.gov/idiheft

1-877-43 84338

You can obtain information from ¢ ciirees aboul steps an ndividual can take w avoid identity theft
as well as information about fraud alerts and security freezes. You should also contact your local Jaw
enforcement suthorities and file a police report. Obtain a copy of the police report in case you are asked
0 provide copies to creditors to correct your records.



Minor

[Premera Letterhead]
March [X], 2015

Parent or Guardian of Member First and Last Name
Street Address
City, State Zip Code

Dear Parent or Guardian of Member First and Last Name:

I am writing to inform you that Premera Blue Cross (“Premera™) was the target of a sophisticated
cyberattack, and that some of your child’s personal information may have been accessed by the
attackers. As part of our investigation, we notified the FBI and are coordinating with their own
investigation into this attack.

We at Premera take this issue seriously and regret the concern it may cause. I'm writing to
provide you information on the steps we are taking to protect you and your child’s information
moving forward.

What happened?

On January 29, 2015, we discovered that cyberattackers had executed a sophisticated attack to
gain unauthorized access to our Information Technology (IT) systems. Our investigation further
revealed that the initial attack occurred on May 5, 2014. We worked closely with Mandiant, one
of the world’s leading cybersecurity firms, to conduct our investigation and to remove the
infection created by the attack on our IT systems.

Our investigation determined that the attackers may have gained unauthorized access to your
child’s information, which could include your

investigation has not determined that any such data was removed from our systems. We also
have no evidence to date that such data has been used inappropriately.

What is Premera doing to protect you?

We recognize this issue can be frustrating and we are taking steps to protect you and your child.
We are providing protection and assistance to those affected by this cyberattack, including two
years of free credit monitoring and identity theft protection services.

Specifically, we are offering you a free two-year membership in Family Secure® from
Experian®, Family Secure monitors your Experian credit report to notify you of key changes.
In addition, Family Secure will tell you if your minor has a credit report, a potential sign that his
or her identity has been stolen. Family Secure is completely free and will not hurt your credit
score. For more information about Family Secure and instructions on how to activate the
complimentary two-year membership, please see the additional information provided in
this letter.




We also recommend that you regularly review the Explanation of Benefits (EOB) statements
Premera sends your child. If you identify medical services listed on your child’s EOB that your
child did not receive, please contact us immediately. We further recommend that you remain
vigilant to the possibility of fraud and identity theft by reviewing your child’s bank, credit card
and other financial statements for any unauthorized activity. If you would like to place an alert

on your child’s bank account or change your child’s bank account number, please contact your
child’s bank.

What has Premera done to prevent this from happening in the future?

Along with steps we took to cleanse our IT system of issues raised by this cyberattack, Premera
is taking additional actions to strengthen and enhance the security of our IT systems moving
forward.

Where can you get more information on this issue?

You have two options to obtain more information, online or via phone. You can visit
http://www.premeraupdate.com for more information. Or, call 1-800-768-5817, Monday through
Friday, 5:00 a.m. to 8:00 p.m. Pacific Time (closed on U.S. observed holidays). TTY/TDD users
should call 1-877-283-6562.

I want you to know that protecting your information is incredibly important to us at Premera, as
is helping you through this situation with the information and support you need.

Sincerely,

Jeffrey Roe
President & CEO



To receive the complimentary Family Secure product, you as the parent or guardian of the minor must
enroll at the web site below.

Activate Family Secure Now in Two Easy Steps

1. ENSURE That You Enroll By: September 36, 2015 (Your activation will not work after this date.)
2. VISIT the Family Secure Web Site to enroll: attp:/www. familysecure.com/premera

If you have questions related to the product being offered or need an alternative to enrolling online, please
call 888-451-6558 and provide engagement #: PC92586

What features does your 24-MONTH Family Secure membership include once activated?

Parent or Legal Guardian:
e Daily monitoring of your Experian credit report with email notification of key changes, as well as
monthly “no-hit” reports
e 24/7 credit report access: Unlimited, on-demand Experian reports and scores
e Experian credit score illustrator to show monthly score trending and analysis

Children:
¢ Monthly monitoring to determine whether enrolled minors in your household have an Experian
credit report
o Alerts of key changes to your children’s Experian credit report

All Members:

o Identity Theft Resolution assistance: Toll-free access to US-based customer care and a dedicated
Identity Theft Resolution agent who will walk you through the process of fraud resolution from
start to finish for seamless service. They will investigate each incident; help contacting credit
grantors to dispute charges and close accounts including credit, debit and medical insurance cards;
assist with freezing credit files; contact government agencies

e $2,000,000 Product Guarantee”

Once your enrollment in Family Secure is complete, you should carefully review your credit report for
inaccurate or suspicious items. If you have any questions about Family Secure, need help understanding
something on your credit report or suspect that an item on your credit report may be fraudulent, please
contact Experian’s customer care team at 888-451-6558.

INFORMATION ABOUT PREVENTING IDENTITY THEFT

In addition, we recommend that you remain vigilant to the possibility of fraud and identity theft over the
next 12 to 24 months by reviewing your child’s account statements and immediately reporting any
suspicious activity to us. You may also obtain a copy of your child’s credit report, free of charge, directly
from each of the three nationwide credit reporting agencies. To order your child’s credit report, free of
charge once every 12 months, please visit www.annualcreditreport.com or call toll free at 1-877-322-
8228. You should periodically obtain credit reports from each of the nationwide credit reporting agencies
and request that any fraudulent activity be deleted. Contact information for the three nationwide credit
reporting agencies is as follows:

* The Family Secure Product Guarantee is not available for Individuals who are residents of the state of New York.




Equifax Experian TransUnion

PO Box 740241 PO Box 2002 PO Box 2000
Atlanta, GA 30374 Allen, TX 75013 Chester, PA 19022
www.equifax.com wWww.experian.com www.transunion.com
1-800-525-6285 1-888-397-3742 1-800-680-7289

If you believe you or your child is the victim of identity theft or have reason to believe your or your
child’s personal information has been misused, you should immediately contact the Federal Trade
Commission and/or the Office of the Attorney General in your home state. Contact information for the
Federal Trade Commission is as follows:

Federal Trade Commission
600 Pennsylvania Avenue, NW
Washington, DC 20580
www.ftc.gov/idtheft
1-877-438-4338

You can obtain information from these sources about steps an individual can take to avoid identity theft
as well as information about fraud alerts and security freezes. You should also contact your local law
enforcement authorities and file a police report. Obtain a copy of the police report in case you are asked to
provide copies to creditors to correct your or your child’s records.



Deceased

[Premera Letterhead]
March [X], 2015

Estate of Member First and Last Name
Street Address
City, State Zip Code

Dear Estate of Member First and Last Name:

I am writing to inform you that Premera Blue Cross (“Premera”) was the target of a sophisticated
cyberattack, and that some of your family member’s personal information may have been
accessed by the attackers. As part of our investigation, we notified the FBI and are coordinating
with their own investigation into this attack.

We at Premera take this issue seriously and regret the concern it may cause. Our regret is
compounded by the fact that we know you lost your family member, which may make this more
difficult to receive. I’m writing to provide you information on the steps we are taking to protect
your family member’s information moving forward.

What happened?

On January 29, 2015, we discovered that cyberattackers had executed a sophisticated attack to
gain unauthorized access to our Information Technology (IT) systems. Our investigation further
revealed that the initial attack occurred on May 5, 2014. We worked closely with Mandiant, one
of the world’s leading cybersecurity firms, to conduct our investigation and to remove the
infection created by the attack on our IT systems.

Our investigation determined that the attackers may have gained unauthorized access to your
family member’s information, which could include your family member’s

. The investigation has not determined that any such data was removed from our
systems. We also have no evidence to date that such data has been used inappropriately.

What is Premera doing to protect your family member?
We recognize this issue can be frustrating and we wanted to assure you that we are diligently

investigating the incident. However, if you still receive Explanation of Benefits (EOB)
statements from Premera regarding your family member, we recommend that you review them.
If you identify medical services listed on the EOB that your family member did not receive,
please contact us immediately. We further recommend that you remain vigilant to the possibility
of fraud and identity theft by reviewing your family member’s bank, credit card and other
financial statements for any unauthorized activity. If you would like to place an alert on your
family member’s bank account or change your family member’s bank account number, please
contact your family member’s bank.




What has Premera done to prevent this from happening in the future?

Along with steps we took to cleanse our IT system of issues raised by this eyberattack, Premera
is taking additional actions to strengthen and enhance the security of our IT systems moving
forward.

Where can vou get more information on this issue?

You have two options to obtain more information, online or via phone. You can wisit
hitp:/www.premeraupdate com for more information. Or, call 1-800-768-5817. Monday through
Pacific Time {closed on 1.8, observed holidays), TTY/TDD users

[ want you to know that protecting your information is incredibly important to us al Premera, as
is helping you through this situation with the information and support you need.

Sincerely,

Jeffrey Roe
President & CEO





